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Improper
use of
personal
resources
of
customers
or
employees

® Passed ISO/IEC 27001 /27011 /27018, PCIDSS -~
BS10012 ~ 1SO29100 certification

® Continue to plan and introduce international standards for
privacy protection series to strengthen customer privacy
protection

® Hold Personal Data and Information Security committee
meeting to review and promote Personal Data / Information
Security protection

® Promote internal/external auditing related to Personal Data /
Information Security protection, and report implementation
results to the committee

® Information Security Annual Training (all employees)

® Continue to optimize protective measures based on the
results of the above audits and meetings.

® SCMS supplier login account, password and
management

token

® The definition of this question is the number of leaks that are

Major
risk

100%

0%

ISMS

® 4 audits per year and
continuous certification
® Twice internal/external
audit annually

® 100% finished training

and passing the exam
® Target zero leakage

https://english.tai
wanmobile.com/c
sr’/humanRights.
html
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indeed leaked and reported to the target business agency in
accordance with the law. y19 nothing happened.
Remediation :
® No information security and personal information leakage
incidents occurred in y19. However, information security and
personal information protection are risk management issues
that companies must pay close attention to, and hacking
methods are constantly being renovated, so We are still
classified as high risks. Continue to pay attention and
improve.
® \When an incident occurs, it must be notified in accordance
with the information security management method and
entered into the improvement process, and it must be
reported to the Information Security Committee to confirm the
effectiveness of the improvement. And as an internal
improvement work propaganda teaching plan, continuous
propaganda.
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ka It Topic rights risk Mitigation and Remediation Plan . results Respo .
ue . o e I : Risk . . Information
e | identific Impact (All the mitigation and remediation plan are applicable to Survey | probl | Proces | pgiple Target setting .
Ch 3 : : . level | scope | em sing Dept. disclosure
ain | M ation assessmen | the corresponding sites/department/branches/suppliers) (%) | found | ratio
t (%) | (%)
fit ® BiEsat > (BRF)EFHLMFASEHMF (F=Z2ER - 03 CREAR - BAF T AR L
® In the value chain, the vulnerable groups covered by the [supplier] due diligence are: third-party employees, children, indigenous people, immigrant workers, people with disabilities
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S1 No ® Violation of Announced the “Supplier CSR Code of Conduct” in 2011 as | major | 89.32 | 0.2 | 100% | Purch | @ Conduct risk P Taiwan Mobile
forced worker's a CSR guideline for suppliers risk % 8% asing assessment for 80% of CSR Guidelines for
labor free  will Held CSR training sessions for suppliers Dep. our critical tier-1 suppliers
which Suppliers completes the CSR self-assessment questionnaire suppliers P TWM Contractors
threatens every year Health and Safety
their basic on-site visits or audits of suppliers based on risk Commitment
human identification results Guidelines for
rights Holds supplier CSR conference every year, inviting front- E vendor appeal
S2 Wage |® Inequality runners to share their practices https://twmepmall.t
equalit and aiwanmobile.com/e
y potential Remediation sp/
w_ork_pla}ce ® Formulate standard operating procedures for contractors'
d'SC”mlnat safety, health and environmental protection management,
on specify requirements for contracting safety work, and notify
S3 No ® Impedime hazards before operations, and conduct safety audits from
child nt of | time to time.
labor children's For the occurrence of cases, give improvement plans, and
physical require suppliers to cooperate in the implementation.
and mental Improvement plans include:
developme » Continue to optimize internal operations according to
nt safety and health-related certification standards, plan
S4 Non- @ Inequality training topics, and regularly perform training, etc.
discrim in > Effectively identify, mark and improve the hazard
ination recruitmen sources in the workplace.
t and For the suppliers identified as high-risk, propose
employme improvement plan suggestions, and require improvement
nt within a limited time, and conduct high-risk supplier review in
SH collecti |® Inequality the next year.
ve in labor
bargai relations

ning
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® In the value chain, the vulnerable groups covered by the [all employees] due diligence survey include: children, people with disabilities, indigenous people, immigrant workers, female employees
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during pregnancy and less than one year after delivery.
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child working application forms and sign to certify that all information ary risk labor nmobile.com/csr/em
labor conditions stated in the resume is true before the interview. ® Y19 Goal Achievement ployeeStructure.htm
are ® During onboarding, new employees must provide valid Rating : 100% I
injurious to identification documents to certify the information. ® Y20 Goal : Zero child
the health R
of child
labor
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E2 |® Emplo ® Unequal ® Jobs were redesigned to provide employment opportunities |second | 100% | 0% -- HR ® Y19 Goal : Meet https://english.taiwa
yment employme for people with disabilities. ary risk ¥z mandatory disability nmobile.com/csr/em
of nt ® Collaborate with external organizations that assist people employment quota. ployeeStructure.htm
people opportunit with disabilities for job searching, and offer job opportunities. ® Y19 Goal : No harm. I
with y ® Create a friendly and barrier free working environment ® Y19 Goal Achievement
disabili |® Working ® Reserve specific and safe parking spaces for disabled Rating : 100%
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ties conditions employees. Y20 Goal : Same as the
are oal of Y19.
unfriendly °
to people
with
disabilities
E3 |® 7 stk BAR B (@ B aFfs 7 WH B~ L MAF) AR o K& b | 100% | 0% -- HR a:%@@:*% % B =@ | https://corp.taiwanm
o 3 Heha iF Ao zm AB A E S EH KTV L FIEE g W Z %,5% R LR obiIe.com/.s.ociaI-
3‘% 5 2% z /]; ,i%gx— EE IV T R | £ B S ¥ A AR respon3|b|I|ty/empI0
o AR B ] L BHF] 6% BiErisibo gy oy | YeeStucturehtml
v .
PoHgEid 3 s Y19 it & % 100% + Y20 ggi‘l’:'gg%r/psgi'i‘;"la”m
® FERBUARME L T CHATLBIED iados ¢ R B #RF Y19 responsibility/career
EATERER > TREEBHFY FBRE G490 S F P8 DevelopmentTrainin
ARG MBIER ST ;?;ulekﬁa B> B0 58 g.html
?ﬁf EfEr FURML FHR 1R AT
% _E' )s;fﬂ-:?ﬁl f%&ﬁi
LB HL
O EHAMBEYIFEL RAPME L RFERGFIDE  HE S
Fridf-PicE4% o
E3 |® No ® Discrimina |® Our job vacancies are filled through a public recruiting secon | 100% | 0% -- HR Y19 Goal : Evaluate https://english.taiwa
Discri tory process. Employee remuneration, benefits, promotions, dary candidates nmobile.com/csr/co
minati and raises, terms, training, working conditions or employment risk compensation based on mpetitiveRemunerat
on harassing rights are not affected by gender, age, marital status, race or their expertise, ion.html
® No Workplace disability. education, and career
harass ® There is no discrimination to employees on the basis of experiences. Under no
ment gender, sexual preference, marital status, race or disability, circumstances will

and the aforementioned principle is defined in the work
rules.

® In compliance with the laws, we conduct workplace sexual
harassment prevention measures, complaints and
disciplinary rules. Sexual harassment hotline and mailbox
have been included into the training materials for new
employees and all employees, and posted on the internal
website, and the Company website to improve the
awareness.

® \We provide a variety of avenues to educate and continuous
remind employees and supervisors on safeguarding a
gender equality, friendly and non-discriminatory working
environment.

Remedial Action for Sexual Harassment
® \When a sexual harassment complaint arises, rectification
and punishment shall be taken in accordance with

compensation be
determined based on
gender differences.

Y19 Goal : Provide two
training programs for no
discrimination or sexual
harassment prevention
every year.

Y19 Goal Achievement
Rating : 100%

Y20 Goal : Same as the
goal of Y19.
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regulations. Proper remedial and preventive measures
should be instituted subsequently.
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E4 Physic |[® The ® Announcement prohibit workplace unlawful infringement secon | 100% (0.02 | 100% | Occu Y19 has 1 cases of ® http://corp.taiwan
al and workplace Statement dary % pation unlawful infringement mobile.com/social
mental unlawful ® The identification and risk assessment and monitoring of the | risk al handling and -
safety infringeme implementation of the workplace unlawful infringement Safet investigation responsibility/LO
nt prevention y & Y20 goal: zero incidence HASWorkplace.ht
prevention |® Set up workplace unlawful infringement handling and Healt Conduct risk assessment ml
® Work investigation procedures h and monitoring every ® https://english.tai
overtime |® If the supervisor requests an employee to work overtime, the Office three years wanmobile.com/c
supervisor should get the employee’s approval for overtime. /HR Y20 Goal:Overtime shall sr’/humanRights.h
If employees work overtime, they can apply compensatory comply with laws. tml
leave or overtime pay.
Remedial Action for Overtime :
If employees work overtime, they can apply compensatory
leave or overtime pay
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cation Workplace Set a maternal health protection plan dary pation results are classified as nmobile.com/soci
of Environme Provide pregnancy and postpartum health education risk al level 1: physician al-
female ntal According to the risk assessment results to distinguish the Safet assessment of harmless responsibility/safe
employ Hazard risk level, the classification management measures y & maternal, fetal or infant HealthyWorkingE
ees' Assessme [® Employees in the leave of the system to apply for production Healt health nvironment.html
workpl ntin leave, the Occupational Safety& Health Office is initiative h Y20 goal: risk
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ace Pregnancy care and assessment, pregnancy and after delivery of Office assessment results are
hazard and Less female employees listed as the first level
S than One
Year after
Childbirth
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E6 Labor Occupatio | Staff safety measures : Major | 100% | O. 100% | Labor 2020 target is 0 TWM intranet/
Safety nal Safety | @ Judging whether it is suitable for the nature of work risk % Safet Occupational
Incident assigned by the health check result information y Safety Zone /
Affects ® Establish work safety standards for employees to follow. [Tech Occupational
Life and ® Purchase protective tools/detection equipment for nical safety regulations
Property employees to use. Grou
Safety - ® Provide safety education and training for relevant p
operators every year.
® |mplementation of operation hazard notification in
construction cases, and safety briefing before construction.
Contractor Labour Safety Management :
® Develop contractor safety and health management
operating procedures for manufacturers to follow
® Handle pre-construction meetings and notify of hazards.
® Compulsory insuring project comprehensive insurance is
required to ensure the safety of construction personnel
Remediation
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the value chain, [customer] due diligence covers all vulnerable groups. Because as long as there are legal documents, they can become TWM customers.
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Customer ® Comply with the company's PII (personally identifiable Major | 100 -- IT ® Y20 Target, zero leakage (@ http://www.taiwan
Complaint information) protection and safety standards, and perform risk % mobile.com/cs/pu
Identity Theft regular internal and external audits. blic/qualityNotice
® Physical security management -- Regularly check and Action.do?metho
analyze the log and report related execution results. d=enterPage
® Process safety management -- Regularly check and
analyze the log and report related execution results.
® Personal safety compliance -- Regularly check and
analyze the log and report related execution results.
Remediation
® No information security and personal information leakage
incidents occurred in y19. However, information security
and personal information protection are risk management
issues that companies must pay close attention to, and
hacking methods are constantly being renovated, so they
are still classified as high risks. Continue to pay attention
and improve.
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application in paper format. All relevant documents will be
stamped with “Limited Chapters” and will not be revealed
for other purposes to ensure the safety of customer data.
The store must display “ The Notification of Personal Data
Usage” to clearly inform customers of the scope of safe
use of personal data, including personal data collection,
processing, and utilization.

The Standard of Customer Personal Data Protection: The
store service personnel can not stack customer
application or customer data (such as bills, ID cards,

family register, etc.) on counters or display tables.
Promote and pass SGS service verification every year,
through SGS third-party verification, to ensure that the store
complies with customer protection practices.

Remediation
® No information security and personal information leakage

incidents occurred in y19. However, information security
and personal information protection are risk management
issues that companies must pay close attention to, and
hacking methods are constantly being renovated, so they
are still classified as high risks. Continue to pay attention
and improve.
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